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Overview  
Web Information Center is a team portal that allows companies to manage their projects, customer 

relationships (CRM) and customer support issues quickly and effectively. 

Powered with tools for managing project deliverables combined with collaborative features like team 

calendars, document sharing, threaded discussions and graphical dashboards, teams begin 

communicating and providing better service to their customers. 

The CRM feature offers the ability to import contacts, create email templates and send out email 

campaigns to your opt-in contacts. As email recipients click on links within the email, you are notified via 

email and a campaign report shows the number of people that opened the email and the people that 

clicked on each link within the email. 

This ¦ǎŜǊΩǎ DǳƛŘŜ provides information on using the features of Web Information Center.  Since the 

features of Web Information Center can be purchased ala-cart, if you do not have some of the features 

covered in this document, you can easily add those features by contacting SmartBear at +1 303.768-

7480.  

Helpful Resources  
Below are some resources you might find useful: 

 Web Information Center ς http:// www.WICDirect.com 

 Feature Movies - http://www.wicdirect.com/Features_WIC.asp  

 Enterprise Portal ς If you purchased the Enterprise Solution, you can be setup to log into our 

Enterprise Portal.  This portal contains the latest version of Web Information Center, installation 

instructions, documentation (data dictionary, documentation on the API), and access to reports 

and other useful utilities.  To access the Enterprise Portal: 

http://www.softwareplanner.com/Enterprise.  

 Support ς http://www.softwareplanner.com/Support  

  

http://www.wicdirect.com/
http://www.wicdirect.com/Features_WIC.asp
http://www.softwareplanner.com/Enterprise
http://www.softwareplanner.com/Support
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!ÄÍÉÎÉÓÔÒÁÔÏÒȭÓ 'ÕÉÄÅ 
If you are not an administrator and do not need to understand how to setup security, system options, 

custom fields and other administrative functions, skip ahead in this document to the ¦ǎŜǊΩǎ DǳƛŘŜ 

section.   

 If you wish to watch a narrated movie that illustrates this topic, use the link below:  

http://www. softwareplanner.com/Movies.asp?Topic=ManagingUserSecurity  

Security Setup 
¢ƘŜ ƭƛŎŜƴǎƛƴƎ ƳƻŘŜƭ ƛǎ ŀ άŎƻƴŎǳǊǊŜƴǘ ǳǎŜǊέ ƳƻŘŜƭΣ ǿƘƛŎƘ ƳŜŀƴǎ ǘƘŀǘ ȅƻǳ Ŏŀƴ ǎŜǘǳǇ ŀǎ Ƴŀƴȅ ƴŀƳŜŘ 

users as you like, but only a certain number of users can connect simultaneously to Web Information 

Center, depending on the number concurrent user licenses you purchased.  This is very progressive 

licensing model, allowing you the freedom to setup an unlimited number of users and only pay for the 

number of users that wish to connect at the same time. 

The first step in establishing security is to determine the roles the different users might assume.  For 

example, you may have different types of users in your organization (security administrators, project 

managers, sales people, marketing personnel, documentation specialists, etc.).  Each of these roles may 

have different security needs (for example, a project manager may need full rights to Web Information 

Center where a sales person may need very limited rights).   

Setting up Security Groups  

To establish roles for different types of users, you will use the Security Groups feature.  A security group 

is a set of security rights for that user role and you may have many individuals in your organizations that 

all into a specific security group.  For example, you may have a few security administrators, a few project 

managers, many programmers and testers. 

To establish a new security group, go to the Setup tab and choose Security / Security Groups.  A list of 

security groups appear.  Note the existing security groups below (Channel Manager Consulting, etc).  

The number of users in the group appears under # Users column.   Click Add New to create a new 

security group.   

http://www.pragmaticsw.com/Movies.asp?Topic=ManagingUserSecurity
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Once a security is created, you can set the security rights for that security group: 

 

Once the Privs button is clicked, you can set the rights for this set of users: 

 

Click Add New to create a 

new security group. 

Click Privs button to set security rights for 

the group. 

For each security entity, you 

can choose read, add, 

update and/or delete rights, 

or choose Full Access for all. 

Some areas have granular 

level control rights. 

Setup tab 
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Once you have defined the rights for the security group, all users in this group will now have those rights. 

Sharing Calendars for Security Group Users  

If you would like to share calendars between team members, you can set up automatic rules for giving 

ǎǇŜŎƛŦƛŎ ƎǊƻǳǇǎ ƻŦ ǇŜƻǇƭŜ ǊƛƎƘǘǎ ǘƻ ŜŀŎƘ ƻǘƘŜǊΩǎ ŎŀƭŜƴŘŀǊǎΦ   ²ƘŜn a security group is setup, you will 

notice a Calendar Delegation button.  When this is clicked, it allows you to set the rules for allowing this 

set of users in the security group to share their calendar with others. 

 

For example, in the Channel Manger Consultants security group, we have decided to automatically give 

read access to all users in all projects to the calendar of our Channel Manager Consultants: 

 

  

Click Calendar Delegation 

button to share calendars 
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Adding a New User 

Once your security groups are established, you can begin adding users to use Web Information Center.  

To add a user, go to the Setup tab and choose Security / Users, then click Add New. 

 

Fill in the details for the new user.  Click the Security Admin checkbox provides additional security and 

administrative rights for the user.  Notice the Security privileges choice list shows all the security groups 

you set up previously.  If you want the user to change their password on the first login, check User(s) 

must change password at next login.  Upon pressing submit, the user will receive an email letting them 

know how to log in. 

 

Click Add New to add a user 

Your security groups are here 
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Assigning Projects Rights to the New User  

You can set up one or more projects and secure each project separately.  Once projects have been setup 

and users are added via the method above, you can give specific users different rights for each project 

and can restrict a user from accessing specific projects.   To do this, go to the Setup tab, click Security / 

Users, and click the Security Privs button for the user. 

 

From here, you will see each project and choose the security group you wish to apply for each project 

for this user.  If you want to restrict them from accessing the project, choose (None ς Cannot access). 

 

Click Security Privs button for the user 

record. 
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Deleting a User (Revoking all Rights)  

If you wish to delete a user and remove all rights, go to the Setup tab and choose Security / Users, then 

click Edit ƻƴ ǘƘŜ ǳǎŜǊ ȅƻǳ ǿƛǎƘ ǘƻ ŘŜƭŜǘŜΣ ǘƘŜƴ ǎŎǊƻƭƭ ǘƻ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜ ŀƴŘ ŎƘŜŎƪ άDelete this 

record (are you sure)?έΣ ǘƘŜƴ ǇǊŜǎǎ Submit.   

²ƘŜƴ ŀ ǳǎŜǊ ƛǎ ŘŜƭŜǘŜŘΣ ƛǘ ŘƻŜǎ ŀ άsoft deleteέ, which means it removes the user from the application 

and all their rights but the user record is not physically deleted. The reason for this is that you may have 

items (issues, contacts, etc. assigned or owned by the user and history of work from the user), so we 

keep the user record intact for auditƛƴƎ ǇǳǊǇƻǎŜǎΦ  ¢ƘŜ άǎƻŦǘ ŘŜƭŜǘŜέ ǇǊŜǾŜƴǘǎ ǘƘŜ ǇŜǊǎƻƴ ŦǊƻƳ logging in 

and removes all rights.  

Restoring a Deleted User  

If you deleted a user previously and wish to restore their rights, go to Setup, then Security, then Users. 

Select Actions and check the Show Deleted Users checkbox. 

 

Once this is done, you can click on that user record (notice the Active flag is not checked) to edit it: 
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Once you edit the user record, choose Restore this User: 

 

Once this is done, the user is re-instated and can then log in. It is a good idea to check their security 

rights again (click the Security button on the edit screen above). 

Active Directory Integration (Enterprise Only)  

Clients that are using our Enterprise solution have the option of using Active Directory (AD) for 

passwords, allowing them to reduce the number of passwords each user needs to remember for each 

system they access.   If you are interested in hooking up AD for your Enterprise account, our support 

team can help you.  Our support team will need the following information from you: 

1) Your system administrator will need to create a service account within the domain.  This account 

is used to look up a userId within AD based on the EMAIL address entered on the login screen. 

You will want to disable Interactive Login for this account, but it should be an active account 

with a password that does not expire.  
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2) We will need your LDAP connection string to connect from the web server to the Domain 

Controller, such as LDAP://ServerName/DC=Domain, DC=com. (Make sure your network and 

firewall settings will not block the communication from the web server to the domain controller). 

3) With AD, new users can be automatically setup by simply navigating to the login page of Web 

Information Center.   Once they enter their email address and password, it will detect that the 

user is not setup in our security system and will automatically add them.  Before doing this, you 

must decide what default project you wish new users to be added to within Web Information 

Center. 

4) As with the default project, we also need to know what default security group new users should 

be placed in for the default project.  

5) As with the default project and security group, we also need to know what default time zone 

should be setup for new users.  

Once you have provided our support team with this information, we will issue your DBA a SQL Script 

inserts the preferences and settings into Web Information Center. Once run, you will need to activate 

the User Variables for the accounts that wish to use their AD passwords to access Web Information 

Center.  To do this go to the Setup tab -> Security -> Users and click EDIT on a particular user. Go to the 

User Variables tab and click the Add New link. From here you should see a drop down box that has a 

value 'IsActiveDirectoryAccount', select that value, and type Y in the text box. Press Submit to save the 

data.  Once this is activated for a user, they will be able to log in using their AD password. (NOTE: if the 

User record in AD does not have an email address associated to it via Exchange or the properties of the 

user, the lookup and login process for that user will fail). 

 

NOTE: If the LDAP Connection string is not set up correctly, attempting to log in as a user with AD Sync 

WILL result in that user being disabled. To re-enable the user log in with a Security Administrator 

account and go to the Setup tab -> Security -> Users.  Click the Actions button, then check the 'Show 

Deleted Users' check box and find the user that was deleted by AD Sync. Edit the record and check the 

ΨwŜǎǘƻǊŜ this User' check box and press Submit. 

Creating New Projects  
A project is simply a workspace that contains your data.   Your team should decide if it is best to keep all 

your data in a single project, or if separating the data into multiple projects is best.   There are pros and 

cons to either approach. 

Using a Single Project 

The simplest way to store your data is in a single project, and you can use filters to return information 

within the project based on specific criteria.   A single project also reduces maintenance, as you can 



      

SmartBear SOFTWARE 
7935 East Prentice Avenue, Suite 105 

Greenwood Village, CO 80111 
303.768.7480  

www.wicdirect.com .  www.smartbear.com 
 

 

 

14 

setup your choice lists, custom fields, and screen layouts once without worrying about synchronizing 

those in multiple projects.    To subdivide the information within the project, refer to the Search Folders 

section of this document:  User's Guide Ą  Using Search Folders. 

Using Multiple Projects 

You may prefer to use multiple projects if you have different departments within your organization and 

each department would like to work with Web Information Center differently (different custom fields, 

screen layouts and/or choice list values).    

You may also prefer to use multiple projects if you wish to secure the data so that some people can 

access certain projects but not others.  For example, if you have multiple departments and you do not 

ǿŀƴǘ ƻƴŜ ŘŜǇŀǊǘƳŜƴǘ ǘƻ ǎŜŜ ŀƴƻǘƘŜǊ ŘŜǇŀǊǘƳŜƴǘΩǎ ƛƴŦƻǊƳation, you can accomplish this by using 

multiple projects and setting security to prevent unauthorized project access.   Likewise, you may want 

your clients to log into Web Information Center and would like to keep one client from seeing another 

ŎƭƛŜƴǘΩǎ ƛnformation.  This can be achieved by using multiple projects. 

Finally, you may want to physically separate your data into multiple projects because of business 

reasons (by software release, module, product line, etc). 

Cross Project Reporting 

Even if you decide to use multiple projects, you can still do cross-project reporting, allowing you to 

summarize information across the projects you have security to view, as all of the reports can be run for 

a single project or for all projects. 

Creating a New Project  

 

 If you wish to watch a narrated movie that illustrates this topic, use the link below:  

http://www. softwareplanner.com/Movies.asp?Topic=ManagingProjects 

To create a new project, go to the Setup tab and click Projects (Open & Create).    To add a new project, 

click Add New. 

http://www.pragmaticsw.com/Movies.asp?Topic=ManagingProjects
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Fill in the new Project Name.  You can copy member security rights, folders, choice lists settings, custom 

fields and Quick Tasks from an existing project.  If you wish to do that, choose a Project to Copy and 

check the items you wish to copy.  

 

 

Click Add New to create a new project 

Enter a unique project name 

If you wish to clone settings from another 

project, choose the project to clone from 

Clone shared 

document and 

search folders? 

Copy Choice Lists, 

Custom Fields, and 

Quick Tasks 

Add users and copy 

Security rights 
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Securing a Project  

To access an existing project, go to the Setup tab and click Projects (Open & Create).  Notice the 

Security Privs button; you can use this to specify what users have access to an established project. 

 

From here you can choose what users have rights (and what level of rights) for each project.  You can 

use the Security Group filter to see just the users in a specific security group. 

 

Archiving a Project  

If your project has ended, you can easily archive the project without physically deleting the data.  This 

allows you to hide the data temporarily and then expose it again later.   To do this, go to the Setup tab, 

click Projects (Open and Create), then edit the project.   Uncheck the Active Project checkbox and press 

SUBMIT.  This will archive the project; it will disappear from view in the Projects dropdown lists, reports, 

etc.  You can come back here later and check the Active Project checkbox to remove the archive flag. 

Click Security Privs button to set 

security rights for project. 

You can filter the user list to 

those in a specific security group. 
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Customizing Web Information Center  for Your Needs 
Web Information Center is very flexible and customizable.  You can create custom fields for any screen, 

create a field that links back to another section of Web Information Center, create custom fields that 

Ǉǳƭƭ ƛǘΩǎ ǾŀƭǳŜǎ ŦǊƻƳ ŀ {v[ ǉǳŜǊȅ ό9ƴǘŜǊǇǊƛǎŜ ǎƻƭǳǘƛƻƴ ƻƴƭȅύΣ ŀƴŘ ǎǇŜŎƛŦȅ ǘƘŜ ŎƘƻƛŎŜ ƭƛǎǘǎ ǘƘŀǘ ŀǊŜ ǎƘƻǿƴ ƛƴ 

combo boxes within Web Information Center. 

You can setup customized workflow and specify how one workflow state can transition to another, set 

rules for automatically assigning items to a specific person depending on the status the item goes to, set 

rules for determining if each field on the screen is read only, updatable, hidden, required or optional ς 

depending on the status the item is in.   

You can also setup each screen to have fields appear in a specific order, set the screen in 1 or 2 column 

format, set default values for each field on the screen, create custom email alerts, and set system wide 

options.   The sections below explain these features in detail. 

Creating Custom Fields 

Each area of Web Information Center allows you to create custom fields.  This can be useful if you wish 

to track new sets of information that is not currently setup in Web Information Center.   You can access 

the custom fields feature in several ways.  You can access it by going to the Setup tab / System 

Configuration / Screen Layouts, then choosing a screen (e.g. Issues Screen), then clicking the Custom 

Fields link.  Another convenient way to setup custom fields is to access the Custom Fields area while 

adding or editing a record.   For example, if you wish to setup custom fields for the Issues screen, when 

adding or editing a issue, you will see a Custom Fields button.  Click that and you will see a screen similar 

to this: 

Uncheck to archive the 

project. 
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The types of fields you can create are extensive, here is a list: 

 Choice List (Based on SQL) ς Enterprise clients can enter a SQL statement that will return a list 

of items based on a SQL query and put those into a combo box. 

 Choice List (List with Sublist based on SQL) - Enterprise clients can enter a SQL statement that 

will return a list of items based on a SQL query and put those into a combo box.  In Sublist mode, 

multiple combo boxes appear allowing a relationship lookup between each level of the combo 

box.  For example, you may have a SQL choice list that allows you to choose a Product Model, 

then all the Serial Numbers within that Product Model. 

 Choice List (Based on Another Field) ς This allows you to create a custom field that derives the 

items in the combo box from another area of Web Information Center.   

 Choice List (List of all Project Users) ς This allows you to create a custom field whose combo box 

is filled with a list of all the users that have access to the project you are working in. 

 Choice List (List of all Users) ς This allows you to create a custom field whose combo box is filled 

with a list of all users, regardless if they have access to the project you are working in. 

 Date ς This provides a date entry field with a clickable button to allow choosing the date from a 

calendar popup. 






































































































































































































