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Overview
Web Information Centeisa team portal that allows companies to manage their projects, customer
relationships (CRM) and customer support issues quickly and effectively.

Powered with tooldor managing project deliverables combined with collaborative features like team
calendars, document sharing, threaded discussions and graphical dashboards, teams begin
communicating and providing better service to their customers.

The CRM feature offerfi¢ ability to import contacts, create email templates and send out email
campaigns to your oph contacts. As email recipients click on links within the email, you are notified via
email and a campaign report shows the number of people that opened thdl enththe people that

clicked on each link within the email.

This! & S NX dproddéghirRoBnation on using the features\Web Information Center Since the
features ofWeb Information Centecan be purchased aleart, if you do not have some of thedires
covered in this document, you can easily add those features by contétiagtBeaat +1 303.768
7480.

Helpful Resources
Below are some resources you might find useful:

e Web Information Center http:// www.WICDirect.com

e Feature Movies http://www.wicdirect.com/Features_WIC.asp

e Enterprise Portak If you purchased the Enterprise Solution, you can be setup to log into our
Enterprise Portal. This portal contains the latest versioweb Information Centerinstallation
instructions, documentation (data dictionary, documentation on the) Addid access to reports
and other useful utilities. To access the Eptese Portal:
http://www.softwareplanner.com/Enterprise

e Supportg http://www.softwareplanner.com/Support
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If you are not an administrator and do not need to understand how to setup security, system options,
custom fields and other administrative functions, skip aheatiimdocumenttothd_ 8 SN & DdzA RS
section

5 If you wish to watch a narrated movie thiditistrates this topicuse the link below
E http://www. softwareplannercom/Movies.asp?Topic=ManagingUserSecurity

Security Setup

¢tKS ftAOSyaAay3d Y2RStf A& I aO02yOdz2NNBy (i dzaSNE¥ Y2RSft :
users as you like, but only a certain number of users can connect simaltsiggoWeb Information

Center depending on the number concurrent user licenses you purchased. This is very progressive

licensing model, allowing you the freedom to setup an unlimited number of users and only pay for the

number of users that wish to coect at the same time.

The first step in establishing security is to determine the roles the different users might assume. For
example, you may have different types of users in your organization (security administrators, project
managers, sales people, mkating personnel, documentation specialists, etc.). Each of these roles may
have different security needs (for example, a project manager may need full rigitelidnformation
Centerwhere a sales person may need very limited rights).

Setting up Security Groups

To establish roles for different types of users, you will useSbeurity Groupdeature. A security group

is a set of security rights for that user role and you may have many individuals in your organizations that
all into a specific secuyitgroup. For example, you may have a few security administrators, a few project
managers, many programmers and testers.

To establish a new security group, go to Betuptab and choosé&ecurity / Security GroupsaA list of
security groups appear. Notbe existing security groups below (Channel Manager Consulting, etc).
The number of users in the group appears uriéfsers column ClickAdd Newto create a new
security group.


http://www.pragmaticsw.com/Movies.asp?Topic=ManagingUserSecurity
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Y (NoFiter)v | # QuickSearch | W Filters | M Actions+ | {FAdd New | 5 |Choose

= Actons  lle= #Users Group Name: Setu p tab
i= Mavigation

— Yiifm 0 0 ZUsers  Archived Contacts

'D Projects (Open & Create) AL 1

| i Automatic Backup Service %&ih oo 1 Users Channel Manager Consultants Click Add N
Br_@s'_.fstem Configuration Y 2 h ] 3 Users Contract PM Ic ew to create a
= | Security wi new security group.

| jUsers LN ‘1 1 h oo 6 Users Contract Programmers
- Security Grouns E

Once asecurity is created, you can set the security rights for that security group:

Click Privs button to set security rights for

Project: €Team the group. : | WActions~ | {GAdd New | [i |Choose Fields |
5 Date Created
¥ Navigation -
. oy ih o0 2 Users Archived Contacts 04/10/2008
'D Projects (Open & Create) AL 1
iL:,_k-Auturnatic Backup Service 'E& ‘1 4 h oo 1 Users Channel Manager Consultants 0&8/16/2005
H System Configuration
I;@ ysten s YWaatm 0 0 JUsers  Contract PM 10/06/2006
=1 Security L 1 ===
| jUsers '3% .} 1 h 00 6 Users Contract Programmers 12/05/2003
. Securitv Grouos

Once thePrivsbutton is clicked, you can set the rights for this set of users:

Security Group Privileges - Security Administrator

For each security entity, you
can choose read, add,
update and/or delete rights,
or choose Full Access for all.

To update the privieges for a 2ecurity group, choose the security greup, make your changes and press Submit.

@ Return Te Listing

Security Group: | Security Administrator

0 Updating this security group affects 7 users
Security Entity

Calendar
Calendars

[>]

W' Full Access? Il Read? M Add? W' Update? M Delete?|

Some areas have granular
level control rights.

Contact Manager
Contact Manager access rights

Allow access to items other than mine?
Allpw approving of tems?
Allew assigning of tems?
Allow cloging of items?

Contact Manager Folder Maintenance
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Once you have defined the rights for the security group, all users in this group will now have those rights.

Sharing Calendars for Security Group Users

If you would like to share calendars between team members, you can set up automatic rules for giving
ALISOATAO ANRdzZLIA 2F LIS2 LY S NasEdriyagroup & sefup, §oki wik § K S ND a
notice aCalendar Delegatiobutton. When this is clicked, it allows you to set the rules for allowing this

set of users in the security group to share their calendar with others.

Click Calendar Delegation
button to share calendars

Project: €Team - = Y(No Actions = @.&dd New Choose Fields
S 7 T |Smein e
= MNavigation
= % 2 *—1 00 2 Users Archived Contacts 04/10/2008
'D Projects (Open & Create) i HE
. Automatic Backup Service % .} 1 Calenar Delegation Channel Manager Consultants 03/M16/2005
| ) System Configuration
= ¥ ) g %:‘ ’-. 00 3 Users Contract PM 10406/2006
=l Security i A=
\Users %.} ]h 0o 6 Users Contract Programmers 12/05/2003
ISBGUWGWUDS [ B Y AN Ao oo [ R S P S AnnE AT

For example, in th€hannel Mangefonsultantssecurity group, we have decided to automatically give
read acces$o all usersin all projectsto the calendar of ouChannel Manager Consultants

Edit Calendar Delegations

[H Choice Lists Help

@ Return To Listin D Notes and Files ltem 2 ~ ofi3

Edit Calendar Delegations

Security Group Id: 73237

Security Group Name: channel Manager Consultants

*Project Level: p) -
Project Leve! will delegate the calendars as follows for each user in this Security Group:
® ALL will give each user in this Security Group access to the calendars of ALL users in ALL projects.
& MINE will give each user in this Security Group access to the calendars of ALL users in only their projects.
» NONE will remove any previous calendar access setup from this screen for each user in this Securily Group.

“Access Level gegd -
Access Level will set the calendar access to either Read Only or Allow Update fo the of the users ined from the ified
Project Level! above.

Last Update: 03/03/2006 01:17 PM (by Miller, Steve} Created: 03/03/2006 01:17 PM

ltem 2~ of13
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Adding a New User

Once your security groups are established, you can begin adding usersWebdaformation Center
To add a user, go to theetuptab and choosé&ecurity / Usersthen clickAdd New

Project: &Team - it Y(No Filter)~ | #§ Quick Search YFIbers %Acﬁor\sv @Add MNew ChooseFoelds
actions B Last Name First Name i Active User? | Security Admin?
2 0 0 Batch Job ragmaticsw.com
'D Projects (Open & Create) i prag v \d
. Automatic Backup Service 2 0 0 Berdyugin

— L] .
@/ Systsm Configuration ! Click Add New to add a user

- ) & 0 0 Chekhomova
20 | Security &

luglisers

< < <

45 00 Delaurel

Fll in the details for the new uselClick theSecurity Admincheckbox provides additional security and
administrative rights for the user. Notice tiB®curity privilegeghoice list shows all the security groups
you set up previously. If you want the user to change their password diirshéogin, checlser(s)

must change password at next logitdpon pressing submit, the user will receive an email letting them
know how to log in.

Add Users

CH Choice Lists [ Custom Fields #g) Help

@ Return To Listing

*Last Hame: |

“First Hame:

* Email:

* Password:
*TimeZone:
Security AdminZ: [ yee | Your security groups are here
“Work Phone:

* Security privileges: Archived Contacts ,V

User(s} must change password at next logen
Cancel | [ Submi |
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Assigning Projects Rights to the New User
You can set up one or more projects and secure each project separately. Once projects have been setup
and users are added via the method above, you can give specific users different rights for each project

and can restrict a user from accessing speciigauts. To do this, go to tHgetuptab, clickSecurity /
Users, and click theSecurity Privdutton for the user.

Project: Team - i Y(NcFiter)v  Quick Search YFitErs %Acﬁonsv @Add New Umseﬁdds
Actions lﬂ] = |ast Name First Name Email Active User? Security Admin?
2 0 0 Batch Job batchjob@pragmaticsw.com
"D Projects (Open & Create) b fob@prag v v

.. Automatic Backup Service
= @ System Configuration
El | Security
. Users

‘} 1 rdyugin Mazxim maxi@softdev.ru

Click Security Privs button for the user |I

< <<

From here, you will see each project and choose the security group you wish td@pghch project
for this user. If you want to restrict them from accessing the project, chfidsae ¢ Cannot access)

Security Maintenance - User Security

Choose a user to update their security privileges for each project. If you are not a security administrator for some of the
projects listed below, yvou can not change the security for those projects (they are listed in talice below ).

- y - -
1'% Project Security "'iT! Security Groups ?_- Security Entities Zl} Security Reports

User:  chekhomova, Nadya - Show all projects (not just my projects)

6 Projects % Sort by Project  Sort by Security Group

Archived Contacts (Mone - Can not access) -

Epiphany Contract Programmers A

eTeam Contract Programmers hd

Marketing (Mone - Can not access) -

Performance Bazeline Contract Programmers -

Test eTeam (Mone - Can not access) -
Security Admin?
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Deleting a User (Revoking all Rights)

If you wish to delete a user and remove all rights, go toSktuptab and choos&ecurity /Users then

clickEdit2y G KS dzaSNJ @2dz sAaK (G2 RStSGHSI (meRtgthia ONRE  (;
record (are you sure}? = (i K SybmitINS & &

2 KSY | dzd SNJ A asoREEI&,wBidk Meahsiit reR@v&sdhe liser rom the dpation

and all their rights but the user record is not physically deletda: reason for this is that you may have

items (issues, contacts, e@ssigned or owned by the user and history of work from the userwe

keep the user record intact for audity’ 3 LJdzN1J2 &4 Sa & ¢CKS daz2¥iloggyinSadSé LA
and removes allights.

Restoring a Deleted User
If you deleted a user previously and wish to restore their rigitsto Setup then Security thenUsers
SelectActionsand check thehow Deleted Usergheckbox.

Project: INFIMA - INFIMA Jpack SDK » % “| ¥ ooFiter)r | 3 QuickSearch | W Fiters | B Actions | G Add New | [7"|Choose Fields
= e actions | [ ¥ Last Name First | €3+ Add New
=Mavigation - .
= . 0o Cohen tari
1D Projects (Open & Create) % AL E Choose fields for this listing
. Automatic Backup Service % .:- 1 (Y Cohen Tari2 %rl- Sort grid n
/) System Configuration % - - Rahimian Dana
af | Security s El Manage Custom Fields
-
| |U“’3. %-(1 00 Golomb Oren [F Manage Choice Lists /
o EEELLLETIES % .:. , oo Zyman Shy
1 ¢ |Import # Import Users from CSV file
- 4 ;
Report Set . o0 H Nir B n
Hi(pRapo up S P Export Users (visible fields o
- "
Y i ve v iz ¥ Export Users (all fields =
E 3 0 0  Cohen Evyat
% e Show Deleted Users?
% ‘:. , 00 Zylberman Ayal S ——

Once this is done, you can click on that user record (noticé\ttiee flagis not checkedjo edit it:

Y MoFiter)~ | #Quicksearch | W Filters | ByActions~ | {gAdd New | [§ | Choose Fields

Actions (Ul = Last Name First Name Email Active User? Work Phon
L 00 Cohen tari tariv2@amail.com 111
'5:& ‘:. i oo Cohen Tariz evyatar.cohen.hot@@gmail.com v 29208

LS. o n Mim hirminm Cimme Aanmedeenldant mn il - L a3 ~F B
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Once youwedit the user record, choosRestore this User

Edit Users

.:- ; Security [ Choice Lists Custom Fields Help

@ Return Te Listing D Notes and Fies

History | Motes | Files |

*Last Name: |open /

*First Name: {5 /

ML /

*Email: {372 @gmail. com /

*Pazsword: seees /
“TimeZone: cyT+02 lar v
Security Admin?: Yes

*“Work Phone: 111
La=t Update: 1 008 01:33 PM (by Rahimian, Dana) Created: 1272320
Restore this user?

[ Cancel ] lSuhmtt]

Once this is done, the user isirestated and can then fpin. It is a good idea to check their security
rights again (click th8ecuritybutton on the edit screen above).

Active Directory Integration (Enterprise Only)

Clients that are using our Enterprise solution have the option of using Active Directorfip{AD)
passwords, allowing them to reduce the number of passwords each user needs to remember for each
system they access. If you are interested in hooking up AD for your Enterprise account, our support
team can help you. Our support team will need théof@ing information from you:

1) Your system administrator will need to create a service account within the domain. This account
is used to look up a userld within AD based on the EMAIL address entered on the login screen.
You will want to disable Interactieogin for this account, but it should be an active account
with a password that does not expire.
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2) We will need your LDAP connection string to connect from the web server to the Domain
Controller, such as LDAP://ServerName/DC=Domain, DC=com. (Make sunetymrk and
firewall settings will not block the communication from the web server to the domain controller).
3) With AD, new users can be automatically setup by simply navigating to the login padgd of
Information Center Once they enter their email address and password, it will detect that the
user is not setup in our security system and will automatically add them. Before doing this, you
must decide whatefault project you wish new users to be added to withiveb Iformation
Center
4) As with the default project, we also need to know whafault security groupnew users should
be placed in for thelefault project
5) As with the default project and security group, we also need to know wétult time zone
should be stup for new users.

Once you have provided our support team with this information, we will issue your DBA a SQL Script
inserts the preferences and settings intéeb Information CenterOnce run, you will need to activate

the User Variabledor the accountghat wish to use their AD passwords to accé&sh Information

Center To do this go to th8etuptab -> Security-> Usersand clickEDITon a particular user. Go to the
UserVariablestab and click theAdd Newlink. From here you should see a drop dovax bhat has a
value'lsActiveDirectoryAccount'select that value, and typéin the text box. PresSubmitto save the

data. Once this is activated for a user, they will be able to log in using their AD password. (NOTE: if the
User record in AD does nbave an email address associated to it via Exchange or the properties of the
user, the lookup and login process for that user will fail).

NOTEIf the LDAP Connection string is not set up correctly, attempting to log in as a user with AD Sync
WILL resulin that user being disabled. To-emable the user log in with a Security Administrator

account and go to th&etuptab -> Security> Users Click theActionsbutton, then check théShow

Deleted Userscheck box and find the user that was deleted bySync. Edit the record and check the

WYw S athiUsds'check box and presubmit.

Creating New Projects

A project is simply a workspace that contains your data. Your team should decide if it is best to keep all
your data in a single project, or if sep#ing the data into multiple projects is best. There are pros and
cons to either approach.

Using a Single Project
The simplest way to store your data is in a single project, and you can use filters to return information
within the project based on spd criteria. A single project also reduces maintenance, as you can
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setup your choice lists, custom fields, and screen layouts once without worrying about synchronizing
those in multiple projects. To subdivide the information within the project, reféne Search Folders
section of this documentUsefs Guide”A Using Search Folders

UsingMultiple Projects

You may prefer to use multiple projects if you have different departments within your organization and
each department would like to work witWeb Information Centedifferently (different custom fields,
screen layouts and/or choice list values).

You may also prefer to use multiple projects if you wish to secure the data so that some people can
access certain projects but not others. For example, if you have multiple departments and you do not
gyl 2yS RSLINIYSYyl G2 adid, ybutanade@nylsiRiSsldy usiigy Sy G Qa
multiple projects and setting security to prevent unauthorized project access. Likewise, you may want
your clients to log int&Web Information Centeand would like to keep one client from seeing another

Ot A Sifprin@ian. This can be achieved by using multiple projects.

Finally, you may want to physically separate your data into multiple projects because of business
reasons (by software release, module, product line, etc).

Cross Project Reporting

Even if you deide to use multiple projects, you can still do crpssject reporting, allowing you to
summarize information across the projects you have security to view, as all of the reports can be run for
a single project or for all projects.

Creating a New Project

. If you wish to watch a narrated movie that illustrates this topic, use the link below:
m http://www. softwareplannercom/Movies.asp?Topic=ManagingProjects

To create a ew project, go to theSetuptab and clickProjects (Open & Create) To add a new project,
clickAdd New


http://www.pragmaticsw.com/Movies.asp?Topic=ManagingProjects
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~ Web Information Center

www.wicdirect com

Project: pivigion A v (€A Fuoriter)» | g QuickSearch | W Fiters | B Actions+ | £3AddNew | [F|Choose Fields |
= Actions [l ¥ OpenProject Project Name Date Created
= Mavigation -
. ] Open Depal 121812009

T IProjects (Open & Create) Y 4

F 4 Users on this Project 09/21/2009

. Automatic Backup Service Click Add New to create a new DI‘OJeCt 1912112009
[E=] r—@s'fstem Configuration
@/ | security | I E 00 DOpen Division C 10/06/2008

Fill in the newProject Name. You can copy member security rights, folders, choice lists settings, custom
fields and Quick Tasks from an existing project. If you wish to do that, chébsget to Copy and
check the items you wish to copy.

‘ndd Brainntc

Enter a unique project name

If you wish to clone settings from another
project, choose the project to clone from

le of an existing project by selecting the Pro
am fields to the new project. ltems no

When creating your new praject, you can copy
{uzer security rights), falders, choice lists, andfo

“Project Name:

Project to Copy from:

Copy these Users: Available Users Add =
[Bateh,Job A sddpl ==

Berdyugin, Maxim
Bowe, Anthany
Chekhamova, Madya
Duhe, Joe

Eaton, Barhara
Fizenkn, Vlada
Gladchenko, Andrew

Selected Users

[

Clone shared
document and
search folders?

—

Hramtsay, lgor
Kane, Miles
Khozoy, Andrey
Khozoy, Anton
Kiley, Mark
Kleptsova, Clga
Korohets, Evgeny
Laytan, Janette
Livingstan, Susan

Add users and copy
Security rights

vl

Copy Folder Structure?:[4] vas
Copy Choice Lists?:[+] v
Copy Custom Fields?:[+] yag

Copy Quick Tasks?:[] vas

Copy Choice Lists,
Custom Fields, and
Quick Tasks
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Securing a Project
To access an existing project, go to Setuptab and clickProjects (Open & Create)Notice the
Security Privdutton; you can use this to specify what users have access to an established project.

Project: pivision A v [ lxlal g & Add New | [5-|Choose Fields

L e
= Mavigation
dato Department of RRD 12M8/2009

Click Security Privs button to set
security rights for project.

QOpen
_IProjects (Open & Create)
| JUsers on this Project YW 00 Open Division A 09/21/2009
Automatic Backup Servi
Ly Automatic Backup ervice L) 00 Qpen  Division B 09/21/2009
[ [ System Configuration '
®=| | Security %'}1 00 Open Division C 10/06/2009

Fromhere you can choose what users have rights (and what level of rights) for each project. You can
use the Security Group filter to see just the users in a specific security group.

Security Maintenance - Project Security

Choose a project to update the security privieges for each user in the project. If you are not a security administrator for some of the projects listed below, you
can not change the security for those projects (they are listed in talics below ).

7] = = -
4#d User Security *#& Security Groups ?T Security Entities tzi Security Reports

Project: eTeam - Show all projects (not just my projects)
Security Group: (4] Uszers) -
You can filter the user list to
28 Users total  * Sort by User Sort by Security Group those in a Specific security group.
Batch, Job Security Administrator -
Berdyugin, Maxim Contract PM hd
Chekhomova, Nadya Contract Programmers -
De Laurell, Mike Star Q& -
Gladchenko, Andrew Contract PM b
Hoffman, Kara (Mone - Can not access) -

Archiving a Project

If your project has ended, you can easily archive the project without physically deleting the data. This
allows you to hide the data temporarily and then expose it again later. To do this, goSetilgtab,
clickProjects (Open andr€ate), then edit the project. Uncheck thActive Projectcheckbox and press
SUBMIT This will archive the project; it will disappear from view in the Projects dropdown lists, reports,
etc. You can come back here later and checkittiive Projectcheckbox to remove the archive flag.




SmarBearsoFTWARE s by
7935 East Prentice Avenue, Suite 105 ".s
Greenwood Village, CO 80111
303.768.7480

www.wicdirect.com www.smartbear.com
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Edit Projects
CH Choice Lists [En Custom Fields ) Help

{® Return To Listing [7] Notes and Fies ttem 1 + of7

History I Notes I Files l
Uncheck to archive the I —

* Project Name: 2 .
roestemE Al project.

ID: 14
Deptld: 7259
Active Project?: Yes
Last Update: 03/729/2008 07:33 AM (by Miller, Steve) Created: 03/25/2008 0733 AM
[Tl Delete this record (Are you sure?)

tem 1 ~ of7 &

Customizing Web Information Center for Your Needs

Web Information Centeis very flexible and customizable. You can create custom fields for any screen,

create a field that links lzk to another section diVeb Information Centercreate custom fields that

Lidzft £ AGQa @I fdzSa FNRBY F {v[ 1jdzZSNE 09y (iISNILINRAS &az2f
combo boxes withiWeb Information Center

You can setup customized wdidwv and specify how one workflow state can transition to another, set

rules for automatically assigning items to a specific person depending on the status the item goes to, set
rules for determining if each field on the screen is read only, updatabldehjdequired or optionat
depending on the status the item is in.

You can also setup each screen to have fields appear in a specific order, set the screen in 1 or 2 column
format, set default values for each field on the screen, create custom emds,ad@d set system wide
options. The sections below explain these features in detail.

Creating Custom Fields

Each area oVeb Information Centeallows you to create custom fields. This can be useful if you wish
to track new sets of information that it currently setup ilWeb Information Center You can access
the custom fields feature in several ways. You can access it by goingSettigetab / System
Configuration /Screen Layoutdhen choosing a screen (elgsues Screen), then clicking ti@ustom
Fieldslink. Another convenient way to setup custom fields is to access the Custom Fields area while
adding or editing a record. For example, if you wish to setup custom fields ftasties screen, when
adding or editing @sue you will seea Custom Fieldsutton. Click that and you will see a screen similar
to this:
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The types of fields you can create are extensive, here is a list:

Choice List (Based on S@LEnterprise clients can enter a SQL statement that will return a list
of items based on a SQL query and put those into a combo box.

Choice List (List with Sublist based on SQEpterprise clients can enter a SQL statement that
will return a list of itens based on a SQL query and put those into a combo box. In Sublist mode,
multiple combo boxes appear allowing a relationship lookup between each level of the combo
box. For example, you may have a SQL choice list that allows you to choose a Product Model
then all the Serial Numbers within that Product Model.

Choice List (Based on Another Fietd)his allows you to create a custom field that derives the
items in the combo box from another area\eb Information Center

Choice List (List of all Project UsecsJhis allows you to create a custom field whose combo box
is filled with a list of all the users that have access to the project you are working in.

Choice List (List of all Users)his allows you to create a cost field whose combo box is filled
with a list of all users, regardless if they have access to the project you are working in.

Date¢ This provides a date entry field with a clickable button to allow choosing the date from a
calendar popup.









































































































































































































































































































